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This list of programming exercises is intended to allow you to familiarize yourself with some core
functionalities of SageMath frequently needed in cryptography. Most of the tools needed here are intro-
duced in my slides [1]. SageMath also has a comprehensive documentation page online [2], although
the logic behind its organization is sometimes a bit confusing. When in doubt, plugging “sagemath
[thing_you_need]” into an internet search engine will usually work.

1 Diffie–Hellman

• Fix a large integer q and an element g ∈ Z/q. Define them in Sage.
• Choose two secret keys a and b for Alice and Bob.
• Verify that the key exchange works; that is, check (ga)b = (gb)a.

2 RSA

• Pick two large secret primes p, q. Let n = p · q and e = 65537.
• Define λ = lcm(p− 1, q − 1) and d = e−1 mod λ. (If the inverse doesn’t exist, choose different p, q.)

• Choose a message m ∈ Z/n and verify that decryption works, that is, check (me)d = m.

Caveat #1: is_prime() by default proves primality, which can take a long time for big numbers. Use is_pseudoprime()
instead, or call proof.all(False) once at the beginning of your program to instruct Sage to use probabilistic primality testing.

Caveat #2: is_prime() tests primality in the parent. For example, is_prime(10/2) returns False as 10/2 is a rational number
in Sage! To make sure you’re testing primality in Z, you can use ZZ(10/2).is_prime() or is_prime(ZZ(10/2)).

3 Linear algebra

Define the matrix

A =

1 2 3 4

6 7 8 9

5 5 5 5


and vector

y =

55

61

6


over the finite field F79.

1. Use Sage to find a solution x to the equation A · x = y.
2. Then find a solution x such that the second coefficient of x is zero.
3. Does your method still work if 79 is replaced by a prime of a few hundred bits?
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4 Root finding

The following steps give a somewhat unoptimized (but polynomial-time) algorithm to find a root of a
polynomial f ∈ Fq[x], where q is an odd prime power.

1. Let f1 = gcd((xq mod f)− x, f).
2. If f1 is constant, then f has no root in Fq . Abort.
3. While deg(f1) > 1:

(a) Pick a ∈ Fq[x] of degree smaller than f1 at random.
(b) Compute g = a(q−1)/2 mod f1 and let h := gcd(g − 1, f1).
(c) If deg(h) < 1, retry with a new random a.
(d) Otherwise, let f1 := h and continue with a new random a.

4. At this point f1 is a linear polynomial; return the obvious root.

Try the algorithm “by hand”, using Sage interactively as a “pocket calculator”, for the polynomial:

sage: q = 101^2
sage: R.<x> = GF(q)[]
sage: f = x^77 + x + 1

You should be able to find three distinct roots, one in F101 and two only in F1012 .
Then implement the general form of the algorithm in Sage and test it for some choices of (q, f).

Note: Of course, Sage can do root finding on its own by simply calling f.roots().

To learn more about this algorithm in German, see https://yx7.cc/docs/tum/polynomfaktorisierung.pdf. To learn
more about this algorithm in English, see §14 of the excellent book Modern Computer Algebra by von zur Gathen and Gerhard.

5 Solving multivariate polynomial systems

Find all solutions to the system of equations

−7x2
2 − 3x2

3 + 3x0x4 − x1x4 − 2x3x4 = 8

9x0x2 + 3x0x3 + 5x0x4 + 9x4 = 4

8x0x1 − 9x1x3 − 3x2
4 + 2x1 + 6x2 = 3

3x1x2 + 6x0x3 + 8x3x4 − 6x0 + 3x2 = 0

−9x2
2 − 5x0x4 + 4x1x4 − 6x2x4 = 7

over the finite field F19.

Note: This is a very small toy example of the problem an attacker has to solve in multivariate signature algorithms (such as UOV):
The polynomials would make up the public key, and the target values on the right-hand side come from a hash of the message to
be signed. By comparison, the legitimate owner of the public key has some additional (secret) information about the polynomial
system that makes it easier to solve.
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