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definition. (gen, enc, dec) is KDM secure w.rt. F if

sim(pk, f) ~. ency(f(sk)) forall f€ F

theorem. CPA scheme is KDM secure w.rt. {sk — Ag(e)}ceg,

if Ask(+) is homomorphic

1. Ve € G, subgroup = (C) C-e)

cidg, e ( cig,
2.
1 ~oe ) .
(C e T, Ask(C) )Cég, (C7 ASk(C) ASk(e) )Cegy
pub(pk,C) ency (Ag(e))

note. only use smoothness for CPA security.
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theorem. CPA scheme is KDM secure w.r.t. {Sk — Ask(e)}eeg,

if Ask(+) is homomorphic

DDH instantiation l. [Cramer Shoup 98]

sk=(x,») € Z;, Aylco,c1) =cher, Apylel) =g
DDH instantiation Il. [Boneh Halevi Hamburg Ostrovsky 08]

— sk=1(g",...,g%),x1,...,x, €{0,1}, £~ 3loggq

— pp=(g1,-,80) Gy = (&,---,&) CG =G

— N1 Xe
_ A(n,..-m)(ch cocp)=0c' - e

- A(X1,...,x[) (gal, ce ,gaf) = ga1x1+"‘+agx£
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