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BOUNDED LEAKAGE FOR PKE [AGV’09]

Adversary Challenger

Fix a public-key encryption scheme                .
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
on the opened ones. Such a definition is similar in style to the original security definition for D-PKE
proposed by BBO. Note that for D-SO-CPA to be achievable, we need to require that the conditional

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.
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notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.
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O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
on the opened ones. Such a definition is similar in style to the original security definition for D-PKE
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O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
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be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
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security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.
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of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
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would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
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On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
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the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
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they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
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of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
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be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
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of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
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O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
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they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.
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security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
on the opened ones. Such a definition is similar in style to the original security definition for D-PKE
proposed by BBO. Note that for D-SO-CPA to be achievable, we need to require that the conditional

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our Þrst contribution is a new comparison-basedsemantic-security style deÞni-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that areresampledconditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
on the opened ones. Such a definition is similar in style to the original security definition for D-PKE
proposed by BBO. Note that for D-SO-CPA to be achievable, we need to require that the conditional

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our Þrst contribution is a new comparison-basedsemantic-security style deÞni-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that areresampledconditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
on the opened ones. Such a definition is similar in style to the original security definition for D-PKE
proposed by BBO. Note that for D-SO-CPA to be achievable, we need to require that the conditional

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our Þrst contribution is a new comparison-basedsemantic-security style deÞni-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that areresampledconditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
on the opened ones. Such a definition is similar in style to the original security definition for D-PKE
proposed by BBO. Note that for D-SO-CPA to be achievable, we need to require that the conditional

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our Þrst contribution is a new comparison-basedsemantic-security style deÞni-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that areresampledconditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
on the opened ones. Such a definition is similar in style to the original security definition for D-PKE
proposed by BBO. Note that for D-SO-CPA to be achievable, we need to require that the conditional

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our Þrst contribution is a new comparison-basedsemantic-security style deÞni-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that areresampledconditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].

3

1 Introduction

b $ {0, 1}

(K, E ,D)

(m0,m1)

c $ E(pk ,mb)

b0

Return (b = b0)

1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [?] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [?], D-PKE can be extended to a
notion of Òhedged encryptionÓ [?], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [?].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [?] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [?, ?]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [?]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [ ?]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [?].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
on the opened ones. Such a definition is similar in style to the original security definition for D-PKE
proposed by BBO. Note that for D-SO-CPA to be achievable, we need to require that the conditional

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
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concerns coin-revealing.
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our Þrst contribution is a new comparison-basedsemantic-security style deÞni-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that areresampledconditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [?] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [?], D-PKE can be extended to a
notion of Òhedged encryptionÓ [?], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [?].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [?] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [?, ?]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [?]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [ ?]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [?].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
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concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].

3

1 Introduction

M

(K, E ,D)

f

1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
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of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.
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the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
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sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].

3

1 Introduction

b! $ { 0, 1}

(K, E, D)

(m0, m1)

c ! $ E(pk, mb)

c

1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].

3

1 Introduction

b! $ { 0, 1}

(K, E, D, U)

U

sk! ! $ U(sk)

c ! $ E(pk, mb)

2 áPr
!

b = b! "
w " 1

Return (b = b!)

1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
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sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].

3

Fix a public-key encryption scheme “with key update”  
  i.e. where update algorithm      computes                      .

1 Introduction

b! $ { 0, 1}

(K, E, D, U)

U

sk ! $ U(sk)

c ! $ E(pk, mb)

2 áPr
!

b = b! "
w " 1

Return (b = b!)

1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [?] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [?], D-PKE can be extended to a
notion of Òhedged encryptionÓ [?], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [?].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [?] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [?, ?]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [?]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [ ?]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [?].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].

3

1 Introduction

b! $ { 0, 1}

(K, E, D)

(m0, m1)

c ! $ E(pk, mb)

c

1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [?] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [?], D-PKE can be extended to a
notion of Òhedged encryptionÓ [?], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [?].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [?] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [?, ?]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [?]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [ ?]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [?].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
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of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
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security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
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that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
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that the adversary outputs some information about the unopened messages is about the same as the
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would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
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concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
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O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].

3

Fix a public-key encryption scheme “with key update”  
  i.e. where update algorithm      computes                      .

1 Introduction

b! $ { 0, 1}

(K, E, D, U)

U

sk ! $ U(sk)

c ! $ E(pk, mb)

2 áPr
!

b = b! "
w " 1

Return (b = b!)

1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
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OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].

3

Fix a public-key encryption scheme “with key update”  
  i.e. where update algorithm      computes                      .

1 Introduction

b! $ { 0, 1}

(K, E, D, U)

U

sk ! $ U(sk)

c ! $ E(pk, mb)

2 áPr
!

b = b! "
w " 1

Return (b = b!)

1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].

3

1 Introduction

b! $ { 0, 1}

(K, E, D, U)

U

sk ! $ U(sk)

c ! $ E(pk, mb)

2 áPr
!

b = b! "
w " 1

Return (b = b!)

1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].

3

1 Introduction

b! $ { 0, 1}

(K, E, D, U)

U

sk ! $ U(sk)

c ! $ E(pk, mb)

2 áPr
!

b = b! "
w " 1

Return (b = b!)

1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].

3

Fix a public-key encryption scheme “with key update”  
  i.e. where update algorithm      computes                      .

1 Introduction

b! $ { 0, 1}

(K, E, D, U)

U

sk ! $ U(sk)

c ! $ E(pk, mb)

2 áPr
!

b = b! "
w " 1

Return (b = b!)

1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
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2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].

3

!"#"$%&

1 Introduction

M

(K, E ,D)

f

1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
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The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
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O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [?] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [?], D-PKE can be extended to a
notion of Òhedged encryptionÓ [?], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [?].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [?] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [?, ?]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [?]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [ ?]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [?].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].

3

1 Introduction

b! $ { 0, 1}

(K, E, D)

(m0, m1)

c ! $ E(pk, mb)

c

1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
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notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
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O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].

Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.

On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [?] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [?], D-PKE can be extended to a
notion of Òhedged encryptionÓ [?], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [?].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [?] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [?, ?]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [?]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [ ?]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [?].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of
our work is to ask whether there is an alternative meaningful formulation of SOA security on D-PKE
that is achievable.

1.2 Our Contributions

A new definition. Our first contribution is a new comparison-based semantic-security style defini-
tion of SOA security for D-PKE, which we call D-SO-CPA. Intuitively, D-SO-CPA does not require
the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
OÕNeill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of Òhedged encryptionÓ [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security(SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipientÕs public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
senderÕs machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the senderÕs machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style deÞnition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e! cient) simulator who does not see these messages but such that the probability
that the adversary outputs some information about the unopened messages is about the same as the
simulator. Given the desire for positive results on D-PKE in the SOA setting, the starting point of

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su! ces [8].
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1.1 Background and Motivation

The study of deterministic public-key encryption (D-PKE), initiated by Bellare, Boldyreva, and
O’Neill (BBO) [1] has proven to be impactful in both theory and practice. In particular, D-PKE
has applications to fast search on encrypted outsourced databases [1], D-PKE can be extended to a
notion of “hedged encryption” [2], which is a type of randomized encryption (R-PKE) that provides
the best-possible security in the face of bad randomness, and D-PKE inspired a new security notion
for hash functions used to instantiate random oracles [7].
Recently, Bellare, Dowlsey, and Keelveedhi (BDK) [3] made important progress by demonstrating
that requiring encryption to be deterministic can impact security in several subtle ways. In particular,
they show that a notion of selective-opening security (SOA) is impossible to achieve in the case of
D-PKE. Under this form of selective-opening attack1, a recipient receives (possibly related) messages
from multiple senders encrypted under the recipient’s public key, and an adversary can corrupt some
senders to recover messages underlying ciphertexts of its choice. The notion demands that security
of the unopened messages be maintained. SOA security has been well-established as important in
the setting of R-PKE, where it is known to be achievable [8, 21]. From a practical perspective, SOA
seems especially compelling in the D-PKE setting for the following reason. It is plausible that a
sender’s machine maintains copies of sent messages. Therefore, if a break-in occurs, the adversary
would recover these messages, leading to an SOA attack. Note there are no coins here which could
be erased by the sender’s machine to prevent this attack, as in the R-PKE setting.2 In this light,
impossibility of SOA for D-PKE indeed seems like a serious drawback.
On the other hand, the BDK impossibility result is, of course, under a certain formulation of SOA
security. In particular, it is a simulation-based semantic security style definition in the terminology
of [5]; intuitively, it asks that for any adversary who sees messages underlying ciphertexts of its choice,
there exists an (e�cient) simulator who does not see these messages but such that the probability
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the existence of a simulator but rather asks that the probability that the adversary outputs informa-
tion about the unopened messages is about the same as for messages that are resampled conditioned

1We clarify that there are actually two forms of SOA security, called coin-revealing and key-revealing [8]. This paper
concerns coin-revealing.

2In the R-PKE setting, if the adversary recovers only the messages but not the coins, standard IND-CPA security
su�ces [8].
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Suppose we start with a PKE scheme secure in the 
continual leakage model.

For leakage on key updates, simulator needs to be 
able to provide “honest-looking” output of function 
on the update randomness that it doesn’t know.

Main idea: Make it possible to publicly compute 
some “honest-looking” update randomness.

This is very similar to deniable encryption as 
recently achieved by Sahai and Waters [SW’14].
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Let                                                 be a PKE scheme with key update.  

such thatD can distinguishH (i ) from H (i. 5) conditioned onp! with non-negligible
probability (the probability is over the randomness of the rest experiment). Then we
are going to argue that there exist a polysized distinguisherD", a key pairpk", sk" such
thatD" can distinguish(Pupdate, Pexplain, pk

", sk", u) from (Pupdate, Pexplain, pk
", sk", e)

whereu is from the uniform distribution,sk"" = Pupdate(sk"; u), ande ! Pexplain(sk
", sk"").

Let pk" = pk! , sk" = !sk
!
i # 1, and we deÞneD" (with the preÞxp! hardwired) who

on the challenge input(Pupdate, Pexplain, pk
", sk", z) does the following:

Ð For j " [i # 1], D" samples!r j = Pexplain(sk
!
j # 1, sk!

j ).
Ð Setski # 1 = sk" andr i = z, ski = Pupdate(ski # 1, z).
Ð For j $ i + 1 , D" samplesr j from the uniform distribution and setsskj =

Pupdate(skj # 1; r j ).
Ð Finally,D" outputsD(Pupdate, Pexplain, pk

", sk!
0, !r 1, sk!

1, . . . , ski # 1, r i , ski , r i +1 , . . . , skn ).

Clearly, if the challengez was sampled according to uniformly random (asu), then
D" will output according toD(H (i ) |p ! ). On the other hand, suppose it was sampled
according toPexplain (ase), thenD" will output according toD(H i. 5|p ! ). This completes
the proof of the lemma.

Remark.The non-uniform argument above is not necessary. We present in this way for
simplicity. The uniform reduction can be obtained using a standard Markov type argu-
ment, which we omit here.

Now, we are ready to analyze the advantage ofB (andA). DenoteAdvA ,PKE" ;D as
the advantage ofA in the experiment where the leakage queries are answered according
to the distributionD . By assumption, we know thatAdvA ,PKE" ;D 1 = ! (" ), and by
deÞnition the leakage queries are answered according toD1. By the above lemma,
we know that|AdvA ,PKE" ;D 1 # AdvA ,PKE" ;D 2 | % negl(" ), otherwiseD1 andD2 are
distinguishable. Thus, we knowAdvA ,PKE" ;D 2 $ ! (" )# negl(" ). It is not hard to see that
AdvB,PKE = AdvA ,PKE" ;D 2 , sinceB answersAÕs the leakage queries exactly according
the distributionD2. Thus,AdvB,PKE $ ! (" ) # negl(" ), which is a contradiction. This
completes the proof of the theorem.

2.3 Instantiations via Obfuscation

In this section, we show how to build an explainable key update transformation from
program obfuscation. Our best parameters are achieved using public-coin differing-
inputs obfuscation [19] (rather than the weaker indistinguishability obfuscation (iO) [2,15]),
so we present this version here.

Let PKE = ( Gen,Enc,Dec,Update) be a public-key encryption scheme (or a sig-
nature scheme with algorithmsVerify,Sign) with key-update, anddiO be a public-coin
differing-inputs obfuscator (for some class deÞned later). Let" be a security parameter.
Let L sk be the length of secret keys inPKE andL r be the length of randomness used
by Update. For ease of notation, we suppress the dependence of these lengths on" .
We note that in the 2CLR case, it is without loss of generality to assumeL r << L sk,
because we can always use pseudorandom coins (e.g. the output of a PRG) to do the
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update. Since only the two consecutive keys are leaked (not the randomness, e.g. the
seed to the PRG), the update with the pseudorandom coins remains secure, assuming
the PRG is secure.

Let H be a family of public-coin collision resistant hash functions, as well as a
family of (2! , ")-good unseeded extractors13, mapping2L sk + 2 ! bits to ! bits. Let
F1 andF2 be families of puncturable pseudo-random functions, whereF1 has input
length2L sk + 3 ! bits and output lengthL r bits, and it is as well an (L r + ! ,")-good
unseeded extractor;F2 has input length! and output lengthL sk + 2 ! . Here|u1| = !
and|u2| = L sk + 2 ! , |r ! | = 2 ! .

DeÞne the algorithmTransformGen(1! , pk) that on input the security parameter, a
public keypk and a circuit that implementsPKE.Update(á) as follows:

Ð TransformGensamplesK 1, K 2 as keys for the puncturable PRF as above, andh !
H . Let P1 be the program as Figure1, andP2 as Figure2.

Ð Then it samplesPupdate ! diO(P1), andPexplain ! diO(P2). It outputs(Pupdate, Pexplain).

Internal (hardcoded) state: Public keypk, keysK 1, K 2, andh.

On input secret keysk1; randomnessu = ( u1, u2).

Ð If F2(K 2, u1) ! u2 = ( sk2, r ! ) for (proper length) stringssk2, r ! and u1 =
h(sk1, sk2, r ! ), then outputsk2.

Ð Else letx = F1(K 1, (sk1, u)) . Outputsk2 = PKE.Update(pk, sk1; x).

Fig. 1. Program Update

Internal (hardcoded) state: keyK 2.

On input secret keyssk1, sk2; randomnessr " { 0, 1} !

Ð Setu1 = h(sk1, sk2, r ). Setu2 = F2(K 2, u1) ! (sk2, r ). Outpute = ( u1, u2).

Fig. 2. Program Explain

Then we can establish the following theorem.

Theorem 2. Let PKE be any public key encryption scheme with key update. Assume
diO is a securepublic-coindiffering-inputs indistinguishable obfuscator for the circuits
required by the construction,F1, F2 are puncturable pseudorandom functions as above,
andH is a family of public-coin collision resistant hash functions as above. Then the
transformationTransformGendeÞned above is a secure explainable update transfor-
mation forPKE as deÞned in DeÞnition2.
13 The extractor outputs a distribution that is! close to the uniform distribution if the source

has min-entropy2" . Here we set! to be some negligible. The hash function is chosen from a
family of functions, and once chosen, it is a deterministic function.
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Theorem (informal).  The compiled scheme is secure 
with leakage on key-updates if the original 
scheme is consecutive continual leakage resilient 
and the obfuscator is a “public-coin” differing-
inputs [IPS’15] obfuscator.

Note: Worse leakage rate achievable only using 
indistinguishability obfuscation.
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LEAKAGE-RESILIENCE 
We show that existing continual leakage-resilient 

PKE schemes [BKKV’10,DHLW’10] can be 
upgraded to consecutive continual leakage 
without changing the underlying assumptions.

Via our compiler we get PKE with leakage on key-
updates with optimal leakage rate under bilinear 
map assumptions + public-coin differing-inputs 
obfuscation [IPS’15].
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Key-Generation: Choose a key K and output K as 

the secret key and the obfuscation of a program 
Encrypt that on inputs x,r  outputs F(K,r ) + x.

Encryption: To encrypt x choose random r and 
compute y = Encrypt(x,r ); output (r ,y).

SW’13 shows (a modification of) this scheme is IND-
CPA using indistinguishability obfuscation.
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To make the scheme bounded leakage-resilient, we 
modify it in two ways:

1. Assume that F is not just a PRF but also a 
randomness extractor.

2. Make the secret decryption key not K but 
obfuscation of program Decrypt that on 
input y,r outputs F(K,r )+y.
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ANALYSIS

Theorem (informal). The modified scheme is 
bounded leakage-resilient using 
indistinguishability obfuscation.

Intuition: Following [SW’13] we use a puncturable 
PRF and switch F(K,r ) used in the challenge 
ciphertext to a truly random, hardcoded value.

But note we can now leak on this hardcoded value 
since encryption uses a randomness extractor.
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IMPROVING THE LEAKAGE RATE

This initial idea does not give optimal leakage rate 
because the secret key is large (contains the 
obfuscated decryption program).

Can we just make this obfuscated program public?  
Of course not!  Then anyone could decrypt.

Solution: Make the program take an additional 
short signed input to run, this short signed input 
then becomes the new secret key.
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COMPARISON TO PRIOR WORK

[HLWW’13] showed that any PKE scheme can be 
made bounded leakage resilient generically but 
with a suboptimal leakage rate.

Our result can be viewed as showed that 
obfuscation + OWF is sufficient for optimal 
leakage rate.

Optimal leakage rate is also known from other 
specific assumptions, e.g. DDH [NS’09].



OUTLINE OF TALK

Leakage Models for PKE —  
Bounded, Continual, and Continual w/ Leakage on Key 

Update 

Results in Continual Model: A Generic Compiler to Achieve 
Leakage on Key Update 

Results in Bounded Model: A New Approach to Optimal 
Leakage Rate 

Conclusion and Open Problems 
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SUMMARY

We gave two main results:
1. Compiler from (consecutive) continual 

leakage-resilience to leak on key-updates.
2.  Modification of [SW’13] to achieve bounded 

leakage with optimal leakage rate.
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OPEN QUESTIONS

Can we achieve leakage on key-updates with 
optimal leakage rate?

Can we achieve optimal leakage rate in the bounded 
leakage model from indistinguishability (not 
differing-inputs) obfuscation? 

Can we achieve continual leakage resilience from 
(differing-inputs) obfuscation?
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