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Security of Sanitizable Signatures

» Formalized by Brzuska et al. [BFFLPSSV09]
» Immutability
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Security of Sanitizable Signatures

» Formalized by Brzuska et al. [BFFLPSSV09]

Immutability

» Sanitizer Accountability
» Signer Accountability

» Transparency
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» Missing property identified by Brzuska et al. [BFLS10]
» Unlinkability
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Unforgeability under Re-Randomized Keys
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Unforgeability under Re-Randomized Keys

(sk, pk) < Gen(1%)

m
o « Sign(sk,m)
o
m.p sk’ «<—RandSK(sk, p)
l o o «Sign(sk’,m)

(m*, 0%, p*)

The attacker wins if Verify(pk, m*,c*) =1 and m # m*

or Verify(pk', m*,o*) = 1 and m # m* with pk’ <~ RandPK(pk, p*)



Unforgeability under Re-Randomized Keys

» Nontrivial Property
» Does not follow from standard unforgeability.
» Many schemes with re-randomizable keys not unforgeable
under re-randomized keys
» e.g. Boneh-Boyen, Camenisch-Lysyanskaya
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Unforgeability under Re-Randomized Keys

» Nontrivial Property
» Does not follow from standard unforgeability.
» Many schemes with re-randomizable keys not unforgeable
under re-randomized keys
» e.g. Boneh-Boyen, Camenisch-Lysyanskaya
> Instantiations in ROM and Standard Model
» Schnorr
» Hofheinz-Kiltz
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Our Construction
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Conclusion

We construct an unlinkable sanitizable signature scheme that
can be instantiated at least one order of magnitude more
efficiently than previously known schemes.



Thank Youl

Nils Fleischhacker
fleischhacker@cs.uni-saarland.de

Full Version: ia.cr/2015/395


ia.cr/2015/395

