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• Disclaimer: subjective

• Mainly academic take but I tried to take the commercial aspect into account 

• A (very) brief introduction to Side-Channel Analysis against ECC

• Passive vs. active SCA

• Very brief introduction to ECC (which attacks happen in practice)

• What is the context of Side-Channel Attacks? Certifications

• Classic non-profiled attacks like timing analysis, SPA and DPA

• SCA Countermeasures

• For historical reasons there will be RSA mentioned

• (Selected) Attack History

• From a classical SCA point of view. 

• Why single trace?

• Briefly cover existing horizontal techniques

• Mention attacks on Isogeny-based schemes.

• Recent Developments + Excercises

Outline
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(VERY BRIEF) INTRO TO SIDE-CHANNEL 

ANALYSIS AND FAULT INJECTION
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Why Is Hardware Security Important?

Identity Theft

Premium Content Theft Impersonation

Card / Money Theft

Phone / Money Theft
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(Relatively) Recent Practical Attacks on ECC
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Introduction:

Side

Channel

Analysis
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https://www.independent.co.uk/news/world/europe/melting-snow-being-used-by-police-to-find-cannabis-farms-in-the-
netherlands-10036057.html

https://www.independent.co.uk/news/world/europe/melting-snow-being-used-by-police-to-find-cannabis-farms-in-the-netherlands-10036057.html
https://www.independent.co.uk/news/world/europe/melting-snow-being-used-by-police-to-find-cannabis-farms-in-the-netherlands-10036057.html


Cookies Example

9
https://www.simplethread.com/great-scott-timing-attack-demo/

https://www.simplethread.com/great-scott-timing-attack-demo/


Side Channels
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• Time

• Power

• Electro Magnetic Emanations

• Light

• Sound

• Temperature

• …

10



Passive vs. Active Side Channels

Passive: analyze device behavior Active: change device behavior
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Some Practical Side-Channel Setups
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“Commercial” Example: the “unlooper” device 
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(VERY BRIEF) INTRO TO ECC & ATTACK 

CONSIDERATIONS
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• Example

• y2 = x3
 - 3 x2

 + 5 plus some double and add operartions

• How would it look: mod 7919?

Elliptic curves
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(x, y)



• Group = points on the curve + special point ∞

• Add a point to itself k times: Q = [k]P

• Analogous to modular exponentiation

• square-and-multiply = double-and-add

• Many (equivalent) algorithms

• LTR, RTL, Window, Comb, Ladders, …

Scalar multiplication by k
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x=∞

for j=|k|-1 to 0 {
    x=DBL(x)
  if kj=1
    x=ADD(x,P) 
return x0

(0xb1011) = 11
x=∞
j=3
  x=DBL(∞)
  x=ADD(∞,P) 

j=2
  x=DBL(P)
j=1
  x=DBL(2P)

  x=ADD(4P,P)
j=0
  x=DBL(5P)
  x=ADD(10P,P)=11P 



• RSA is based on modular exponentiation

• exponentiation ≈ scalar multiplication

• m = cd mod n ≈ Q = [k]P

• multiplication  ≈ points addition

• squaring  ≈ point doubling

RSA ≈ ECC



• Some curves are more common than others: 
• NIST curves (p256), Curve25519, or secp256k1

• Many security properties 
• Curves classification wrt. security: http://safecurves.cr.yp.to/

• Are there powerful fault attacks against ECC?
• Invalid point attacks 

• Attacks against deterministic ECDSA

• The classical (x,y) representation is rarely used
• For transport points compression is 

often used (note that x defines y)

• For efficiency reasons it is better to 

represent a point in more dimensions (e.g., (x,y,z))

Implementation Considerations
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http://safecurves.cr.yp.to/


• Cryptocurrencies

• Not used for payment

• (Certified) Secure Element

• Common Criteria

• Isogenies Based Cryptography ☺

• Signatures: ECDSA and deterministic variants

• Key Exchange: ECDH

What are the applications of ECC?
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• Can the attack be patched?
• How? Products Replaced?

• How does typical work look?
• As an academic researcher / manufacturer: develop and attack & test

• As an analyst: evaluations and Common Criteria

• As an independent researcher (or small company): work for customers to improve their 

security; end goal – often CC

• You found the attack on an ECC product - what then?
• Sell the bug as zero-day? Something like ZERODIUM

• Responsible disclosure? What About CC?

• Bug Bounties? What About CC?

• How often does it happen? Big impact, see https://crocs.fi.muni.cz/public/papers/rsa_ccs17

What is the context of performing a 

successful side-channel attack?
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https://crocs.fi.muni.cz/public/papers/rsa_ccs17


Common Criteria (Products)
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SELECTED ATTACKS HISTORY
24
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Timing (Warm-up): What is Wrong?
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Timing 1: What is Wrong?
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Timing 2: What is Wrong?
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Timing 3: What is Wrong?
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Timing 4: What is Wrong?
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Timing 5: What is Wrong?
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Timing 6: What is Wrong?
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Timing 6: solution cswap

32

32



A = ∞
for ( i  = n-1;  i ≥ 0; i--)
 A = DOUBLE(A)
 if (ki = =1)
  A = ADD(A,P)
 end if
end for
Return A = [k]P

 

ScalarMult(P){

}

A A A AD D D …… D D D D D D D D D

1 0 1 0 0 0 1 0 0 1 0
Probe

Simple Power Analysis (SPA) on ECC 

(scalarmult)
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1996

.
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There is an exercise 

about that



Differential (Correlation) Power Analysis Power 

Analysis on PKC
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1999

1999

2004

random
inputs …

n
 t

ra
ce

s

Guess ෡𝒌 bits target state

User:

• HW of a register
• HD between current and previous register state
• ID model (value of a register)

𝑓𝑖 = Selection Function(random inputs, ෡𝒌, target state)

DPA = Difference of Means

𝑓𝑖 = ቊ
0 𝑖𝑓 𝐻𝑊 ≤ 16
1 𝑖𝑓 𝐻𝑊 > 16

𝑓𝑖 = 𝐻𝑊(𝑟𝑒𝑔_𝑠𝑡𝑎𝑡𝑒) 

CPA = Pearson correlation

ScalMul(𝒌)



PKC Countermeasures

Randomize 

the message

Make the sequence of

squares and 

multiplications

unrelated to the 

exponent bits

(SMSMSMSMSM…)

Randomize 

the exponent

(private key)

1996

Attack + 

the 

protection:
2002

Protection 

against 

SPA:

2011

Attack against 

these 

protections

Another 

protection!

Cross-Correlation

SPA, DPA, 

Collision & 

OT, 

Cross-Corr.
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Why do message and exponent blinding protect 

RSA against SCA?

𝒄 = 𝒎𝒅𝒎𝒐𝒅 𝑵

1. 𝒎𝒓 = 𝒎. 𝒓−𝒆𝒎𝒐𝒅 𝑵

2. 𝒅𝒓 = 𝒅 + 𝒓. 𝝋(𝒏)

3. 𝒄𝒓 = 𝒎𝒓
𝒅𝒓  𝒎𝒐𝒅 𝒏

4. 𝒄 = 𝒄𝒓. 𝒓 𝒎𝒐𝒅 𝒏

message blinding

message “unblinding”

exponent blinding

blinded exponentiation

The sequence of operations (S, M) is related to the exponent bits. 

However:
• If d is random: the sequence of exponent bits changes for every RSA execution
• If m is random: Intermediate data is random (masked) -> hardly predicted!

DPA is based on the prediction of intermediate data.

Thesis: Any side-channel attack requiring multiple traces are repelled by message and 
exponent blinding countermeasures.
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Why do coordinate and scalar blinding protect 

ECC against SCA?

𝑴 = 𝒔 𝑷 = 𝒔 𝑿, 𝒀 = [𝒔](𝒙, 𝒚, 𝟏)

1.𝑴 =  [𝒔](𝒙. 𝒛, 𝒚. 𝒛, 𝒛)

2. 𝒔𝒓 = 𝒔 + 𝒓. |𝑬|

3. 𝑴𝒓 = [𝒔𝒓](𝒙. 𝒛, 𝒚. 𝒛, 𝒛)

4. 

coordinate blinding

no unblinding

scalar blinding

blinded scalar mult.

The same situation as for RSA. Point blinding is also possible but not presented above.

Note: there are of course differences in some detailed countermeasures.
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Classical or vertical side-channel attacks (DPA, CPA) assume that 
the secret is fixed for every measured power trace.

 

Why horizontal?

Horizontal side-channel attacks assume that the secret is different 
for every measured power trace.

   Target state has a random and hardly predictable data!

𝒌

𝒌𝟏
𝒌𝟐
𝒌𝟑
𝒌𝟒
𝒌𝟓

𝒌𝟏 ≠ 𝒌𝟐 ≠ 𝒌𝟑 ≠ 𝒌𝟒 ≠ 𝒌𝟓 ≠ ⋯

⋮
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Classical or vertical side-channel attacks (DPA, CPA) assume that 
the secret is fixed for every measured power trace.

 

Why horizontal?

Horizontal side-channel attacks assume that the secret is different 
for every measured power trace.

 

𝒌

𝒌𝒓𝒂𝒏𝒅𝒐𝒎
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Classical or vertical side-channel attacks (DPA, CPA) assume that 
the secret is fixed for every measured power trace.

 

Why horizontal?

Horizontal side-channel attacks assume that the secret is different 
for every measured power trace.

 

𝒌

𝒌𝒓𝒂𝒏𝒅𝒐𝒎

Trace segments

New set of “sub-traces”
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sample 𝒕𝒊

⋮

Scalar multiplication trace

255 
iterations

⋯

sample index 

sa
m

p
le

 v
al

u
e 

 (
V

) 

Apply clustering (e.g. k-means) 
to the set of 255 samples:

bits 0 bits 1

255 Samples255 Montgomery iterations

Horizontal Attacks on PKC, example: clustering
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⋮

Scalar multiplication trace

255 
iterations

⋯

255 Montgomery iterations

Horizontal Attack on PKC, profiled approaches

Template Attacks

Deep Learning
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• Noise makes it hard to align
• How to find point of interest? 
• In unsupervised setting!!!

Problems

sample 𝒕𝒊

⋮

Scalar multiplication trace

255 
iterations

⋯

255 Montgomery iterations
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Black 

Bullterrier = 98%

White 

Bullterrier = 2%

Black

Bullterrier = 5%

White 

Bullterrier = 95%

Deep Learning
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⋮

Class 0

Class 1

Actual Output Desired Output Error

Back-propagation

Deep Learning in SCA
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For ECC usually only 2 classes

2019



+ “Add-Always”

+ Point Blinding

+ Scalar 
Blinding

SPA, DPA

+ “Add-Always”

+ Point Blinding

+ Scalar 
Blinding

+ CPU 
Protection

+ “Add-Always”

+ Scalar 
Blinding

+ “Add-Always”

+ Point Blinding

+ “Add-Always”

Cross-Correlation Attack

Horizontal 
CPA, OT, Coll. 

Clustering-based / Template Horizontal Attack

Horizontal Cross-Correlation Attack

+ “Add-Always”

+ Point Blinding

+ Scalar 
Blinding

+ CPU 
Protection

+ Noise 
Insertion

+ Random 
Delays

????? Could it be Deep Learning? Combined Attack or Soft-Analytical Approaches?

ECC Countermeasures

Side-Channel Attacks

Re-randomization

Attacks vs. Countermeasure
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Application to Isogenies
53
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Attacks on Isogeny-based Schemes

28

• Zero-value attack – analogical to ECC case. 

• Clustering against swap points function (like in cswap) in 

three point ladder

2022

2022



Attacks on Isogeny-based Schemes cont’d

28

• Correlation Power Analysis on SIKE

• Are there attacks not on SIKE?

Fault Injection Attack, not specific scalar 

multiplication.

2021

2023



PROMISING RECENT APPROACHES 
56
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• Solution: 

1. Use simple Horizontal Clustering 

to recover noisy labels. 

2. Use DL on noisy labels to improve 

the accuracy of labeling. 

Unsupervised DL Framework

Iterative Framework:

2021

Problem: works for 

clean traces and can 

be replaced by very 

simple network

2023
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Soft analytical side-channel attack (SASCA) on ECC

• Similar to the Big Mac attack

• Template Attacks on many intermediates 

from a single trace

• Side-channel information throughout the 

factor graph using the Belief Propagation 

(BP) the distribution of the secret key, given 

the distributions of intermediates.

• Leaky targets (e.g., 8-bit or 16-bit 

microcontrollers), but there are also results 

on 32-bit (but not for ECC)

2020
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• Black-box attacks on protected implementations

• Manual Reverse Engineering (RE) based on side-channel traces

• Open profile/similar devices to the attacked ones

• Searching for issues

• Single-trace AI-assisted attacks on single traces 

• Read: https://ninjalab.io/eucleak/

So what about Titan and Eucleak? 
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https://ninjalab.io/eucleak/


So what about Eucleak? 
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Are there way to automatically reverse-engineer 

ECC implementation from side-channel traces?

61
See you on Thursday!!!



• Subjective list of important attacks and countermeasures

•  Never-ending circle of countermeasures and attacks

• One group inspires the other

• The is no golden solution for now

• In the end, success depends on the designer and the person executing the 

attack

• Are there protected ECC libraries?

• Closed-source ones - many

• Open source: https://github.com/sca-secure-library-sca25519/sca25519

• Recent list of attacks (2023): 

https://tches.iacr.org/index.php/TCHES/article/view/9962

Conclusions & Further reading

62

https://github.com/sca-secure-library-sca25519/sca25519
https://tches.iacr.org/index.php/TCHES/article/view/9962
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• Go here: https://github.com/J08nY/pyecsca-tutorial-ches2024/

• Check the setup section.

You can use binder.

• SPA on simulation and some simple analysis of Curve25519 traces.

• After it runs, you can perform:

• start.ipynb and 

• implementations.ipynb Exercise A

• Be aware of memory issues in binder (restart kernel when necessary)

• If you want to do more then you need to do the full installation – please contact 

me in case of issues!

Exercises

64

https://github.com/J08nY/pyecsca-tutorial-ches2024/


• If you want to see how to capture some ECC traces, see:

• https://github.com/sca-secure-library-sca25519/sca25519/tree/main/cw

• If you want to see a short demo on that – ask me. I have some simple board 

with me, and I am happy to show an acquisition ☺

• Extra exercises on “Practical Side-Channel Attacks on Real-World ECDSA 

Implementations”:

• https://github.com/J08nY/cwnano-micro-ecc

Exercises Extra
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https://github.com/sca-secure-library-sca25519/sca25519/tree/main/cw
https://github.com/J08nY/cwnano-micro-ecc
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