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Abstract. In this paper, we present an improved correlation power analysis (CPA)
attack on the pre-image computation of the digital signature scheme FALCON. Our
attack exploits new side-channel leakage that multiplication masking schemes fail
to protect. To enhance both the efficiency and accuracy of the attack, we develop
new theoretical insights for recovering the secret floating-point numbers, which can
also be leveraged to improve prior attacks. For mantissa recovery, we identify and
correct a flaw in an earlier work and provide a more complete and practical analysis.
For exponent recovery, we analyze the distribution of FALCON’s secret key after the
fast Fourier transform, reduce the number of required traces, and mitigate false
positives. To validate our attack, we conducted two experiments targeting existing
countermeasures on floating-point multiplication. In our environment, we successfully
recovered the secret key using only around one thousand power traces. Our results
demonstrate that protecting floating-point multiplication alone is insufficient to defend
FALCON against side-channel attacks. A comprehensive masking including at least
floating-point addition is necessary.
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1 Introduction

The advent of quantum computing poses a significant challenge to the security of classical
public-key cryptosystems. Shor’s algorithm [Sho97], when executed on a sufficiently pow-
erful quantum computer, can efficiently solve integer factorization and discrete logarithm
problems, rendering schemes such as Diffie-Hellman key exchange [DH76], RSA [RSAT7S],
ElGamal encryption [Elg85], and ECDSA [JMVO01] insecure. To mitigate this threat,
the National Institute of Standards and Technology (NIST) launched the post-quantum
cryptography (PQC) standardization process in 2016 [0STa]. After several rounds of
evaluation, NIST has selected five algorithms for standardization [0STb]. These include
CRYSTALS-Kyber/ML-KEM [SAB*22] and HQC [AAB™22] for key-encapsulation mech-
anisms (KEM), as well as CRYSTALS-Dilithium/ML-DSA [LDK*22], FALcoN/FN-DSA
[PFH*22], and SPHINCS™ /SLH-DSA [HBD*22] for digital signatures.

The selected algorithms are proven secure against indistinguishability attacks (for
KEMs) and forgery attacks (for digital signatures), given the hardness of underlying
mathematical problems that are believed to be still hard even for quantum computers.
Nevertheless, while these schemes offer theoretical security guarantees, their real-world
implementations can suffer side-channel analysis attacks. Side-channel analysis exploits
the physical behaviors, such as variations in execution time, power consumption, electro-
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magnetic emission, etc., from devices running cryptographic algorithms to extract secret
information. Over the years, extensive research has been dedicated to this area.

Among the three selected post-quantum digital signature schemes, FALCON has the
smallest signature 4+ public-key size, which makes it a competitive candidate for systems
aiming to minimize data transmission costs [0STc]. However, analyzing its side-channel
vulnerabilities is particularly challenging due to its floating-point arithmetic. Most crypto-
graphic schemes, such as ECDSA and CRYSTALS-Dilithium, perform operations over the
integer ring Z or modular rings Zy for some integer N. In contrast, FALCON’s signing
process applies the fast Fourier transform to polynomials before further computations.
While this improves efficiency, coefficients are now over complex field C and simulated by
floating-point units in practical implementations. This makes the side-channel analysis
and countermeasures for FALCON more complicated and in need of further research.

Related Work Previous works have identified two side-channel weaknesses of FALCON:
discrete Gaussian sampling and pre-image computation. The discrete Gaussian sampling
process generates a short signature vector following the discrete Gaussian distribution
over lattices. Early works revealed that this process was susceptible to timing attacks
[BHLY16, EFGT17, PBY17, MHS"19], and this problem was later fixed by an isochronous
sampler [ZSS20, HPRR20]. Beyond timing attacks, the discrete Gaussian sampling also
faces the threat of power analysis attacks. Guerreau et al. [GMRR22] first presented
an attack that exploits the leakage from the base sampler to recover the full secret
key. Building on their work, Zhang et al. [ZLYW23] revealed more leakage sources and
developed a new algorithm to reduce the attack complexity. More recently, their work was
further improved in [LZY *25], which identified new leakages and applied a more efficient
algorithm to decrease the number of traces required to extract the secret key. They also
proposed countermeasures to protect the discrete Gaussian sampling against these attacks.
In addition, Qiu and Aysu [QA25] presented the first single-trace template attack on the
discrete Gaussian sampling in the key generation process, demonstrating more threats
against FALCON.

The second vulnerability, pre-image computation, involves multiplications of public
hashed messages and secret keys after fast Fourier transforms. This computation consists
of floating-point multiplications followed by floating-point additions for each coefficient.
Karabulut and Aysu [KA22] first demonstrated an electromagnetic side-channel attack
on this process. By analyzing the floating-point multiplication procedure in FALCON’s
reference implementation, they recovered the coefficients of the secret key in the FFT
domain. Guerreau et al. [GMRR22] further improved their attack by reducing the number
of required traces and narrowing the range of possible guesses. In particular, they showed
that recovering a few most significant bits of the mantissa suffices for a full key recovery in
the coefficient domain. The complexity of their attack is thus dominated by the recovery
of the 11-bit exponent.

For countermeasures against side-channel attacks on the pre-image computation, Chen
and Chen [CC24] proposed the first masking scheme for both floating-point multiplication
and addition in FALCON. Their approach follows a standard technique of splitting sensitive
values into random shares to prevent leakage of intermediate variables, and they provide a
theoretical proof of security. The resulting overheads are, however, overwhelming compared
to the unprotected implementation. The multiplication and addition cost 23x and 35x
cycles respectively compared to unprotected ones for 2-shared masking, and 35x and 99x
respectively for 3-shared masking. Besides, Karabulut and Aysu [KA24] introduced the
first hardware masking scheme. While their solution experimentally offers more robust
first-order security, it focuses specifically on the protection of floating-point multiplication,
and floating-point addition was outside the defined scope of their work.

Given the high overheads, especially the floating-point addition, and the fact that recent



688 When Masking Multiplication Isn’t Enough

hardware scheme [KA24] focuses exclusively on masking multiplication, a natural question
arises: Is it strictly necessary to protect floating-point addition to defend FALCON against
side-channel attacks on its pre-image computation? The incentive to omit such protection is
significant; for example, in the 2-share design in [CC24], the masked floating-point addition
relies on complex gadgets like SecAdd and SecFprNorm64. Avoiding these operations would
save approximately 69% of cycles and 72% of the required randomness. Therefore, we
investigate whether this omission, though computationally attractive, creates a critical
vulnerability that allows for secret key recovery.

Our Contribution In this paper, we answer this question in the affirmative. Specifically,
we demonstrate a successful attack on a FALCON implementation that masks floating-point
multiplications but omits masking for additions. Our primary contributions are as follows:

o We propose a novel correlation power analysis (CPA) [BCO04] attack on FALCON’s
pre-image computation. While our attack builds upon prior works [KA22, GMRR22],
we identify and exploit new leakage sources that occur after floating-point multipli-
cation. Specifically, our approach targets the floating-point multiplication product
instead of the intermediate values used in [KA22, GMRR22], which requires a more
careful analysis of the mantissa product and the exponent sum. As a result, it applies
even to implementations that employ multiplication masking countermeasures, such
as SecFprMul in [CC24] and the hardware design in [KA24].

o We provide a detailed analysis of the range of mantissa for attacks on the pre-image
computation. We first point out a flaw in the mantissa estimation in [GMRR22], and
we correct it by closely analyzing the distribution of FALCON’s secret key after the
fast Fourier transform. We clearly show that 11 bits of mantissa suffice to recover
the full secret key in the coefficient domain with high probability.

e We derive a much narrower range of possible exponents compared to existing works
by modeling the distribution of each coefficient of FALCON’s secret key after the fast
Fourier transform. The search space is reduced from 2048 elements in prior works
[KA22, GMRR22] to no more than 20. Notably, we demonstrate that this reduction
not only lowers the computation complexity but also reduces the number of required
traces for successful key recovery. Additionally, we provide a theoretical analysis to
claim that small exponents can be ignored with high-quality traces.

Our findings reveal a critical vulnerability: masking floating-point multiplication alone
is insufficient to prevent side-channel attacks. To achieve robust security, a full masking
scheme that covers both floating-point multiplication and addition is necessary.

Experiment To evaluate the effectiveness of our attack, we ran the masked floating-
point multiplication in FALCON’s signing algorithm and recorded power traces using a
ChipWhisperer-Lite [Inc] with an STM32F405 target. The secret keys and messages were
generated according to the specification of FALCON. In our experiment, we successfully
recovered the full secret key with 1300 and 1200 traces on a standard desktop for two
different countermeasure methods, respectively.

Outline In Section 2, we introduce the notation used throughout the paper and describe
relevant background materials. In Section 3, we provide in detail our attack targeting the
pre-image computation of FALCON. In Section 4, we present our experimental setup and
performance evaluation.
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2 Preliminaries

2.1 Notation

In this paper, let n = 2” for an integer x € {9,10} and ¢ = 12289 be a prime number.
¢ = X" + 1 is the cyclotomic polynomial. For a polynomial f(X) modulo ¢, we can write
it as an n-by-n matrix, with the ith row representing the coefficients of (X*f mod ¢) for
0 <7 < n. In this matrix representation, vector and matrix additions and multiplications
map to polynomial additions and multiplications in the ring of polynomials modulo ¢.

For a variable x, we denote its jth bit as (/) and the ith bit to jth bit, where j > 4, as
zU7, Bit-wise XOR, AND, and OR operations are denoted by @, A, and V, respectively.
The bit-wise negation of variable z is =z, and HW(z) is the Hamming weight of z. The <«
and > are unsigned left- and right-shifts of a variable.

Finally, for a proposition P, we define

1, if P is true,
[Pl = .
0, otherwise.

2.2 Discrete Gaussian Distribution

Given two real numbers ¢ and ¢, define the function

)= (-2,

202

The discrete Gaussian distribution over integers is defined by its probability mass function

o pcr,C(z)
Droeld) = @

The numbers ¢ and ¢ are the standard deviation and the center of the distribution,
respectively.

We can extend the definition to a distribution over lattices. Let B be an m-by-m
matrix for some integer m. The lattice £(B) formed by B is the set

L(B) = {zB |z € Z™}.

Let ¢ € R™. Define analogously the function p,c(v) = exp (—M) The discrete

202
Gaussian distribution over a lattice £(B) is defined by the following probability mass
function
Poc(W)

D = .
l:(B);O’,C(W) ZveL(B) Do (V)

In FALCON, each coefficient of its secret polynomials f and g is drawn from a discrete
Gaussian distribution over integers. In addition, the signature is a vector drawn from a
discrete Gaussian distribution over a lattice formed by its key.

2.3 Falcon Signature Scheme

In this section, we briefly describe the FALCON signature scheme. For more details, we
refer the reader to the submission of NIST round-3 FaLcoN [PFH'22].

FALCON instantiates the GPV framework [GPVO08] over NTRU lattices. The secret key
consists of four polynomials f, g, F, G € Z4[x]/(¢). The coefficients of f and g are sampled
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from a discrete Gaussian distribution with standard deviation oy 5y = 1.17,/q/2n. Given
f and g, the polynomials F' and G are computed such that they satisfy the NTRU equation:

fG—gF =gq (mod ¢).

The public key is given by the polynomial h = gf~! mod (¢, q). For convenience, we define

the secret key matrix:
_|9|-f
B = [JW - }

To sign a message, FALCON samples a lattice point from a discrete Gaussian distribution.
It begins by drawing a random salt r and computing the hashed message ¢ = H(r||m) for a
hash function H. Next, it finds the pre-image

t=cB'=(c,0)xB "

This is the main target of our attack. The fast Fourier nearest plane algorithm [DP16] is
then applied to find a vector z such that zB follows the discrete Gaussian distribution
D (B),0,c- The signature vector is given by s = (t —z)B. To reduce the signature size, the
final output consists of the salt r and only the second coefficient s5 of s.

The complete algorithm Sign is detailed in Algorithm 1. The secret key sk includes the
matrix B and a FALCON tree T, which is used in the fast Fourier nearest plane algorithm
and is precomputed in the key generation.

Algorithm 1 Sign [PFH22]

Input: A message m, a secret key sk and bound | 3?]
Output: Signature sig of m

r & {0,1}320

1:

2: ¢ < H(r||m)

3t (—%FFT(c) © FFT(F), 1FFT(c) © FFT( f)) > pre-image computation
4: do

5: do

6: z «+ ffSampling(t, T)
7: s« (t—z)B

8:  while ||s||? > |2

9: (81,82) < invFFT(s)

10: s + Compress(ss)

11: whiles= 1

12: sig < (r,s)

13: return sig

2.4 Fast Fourier Transform
In Algorithm 1, the pre-image computation (Line 3) and the fast Fourier nearest-plane
algorithm (Lines 6 and 7) apply the fast Fourier transform on polynomials. Let Q4 be the
set of all complex roots {exp (W) | 0 <k < n} of ¢, the fast Fourier transform of a
polynomial f(X) is

FET(f) = (f(&))ceq,-
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It £(X) = £[0] + fIIX + - + fln — X", we have

K = X gy (R,

m=0 n
We say f is in the coefficient domain and f is in the FFT domain. Using the fast Fourier
transform, polynomial additions and multiplications in the coefficient domain can be
efficiently computed by performing the corresponding element-wise operations on each
complex coefficient in the FFT domain. To transform the polynomial back to the coefficient
domain, we apply the inverse fast Fourier transform:

f=invFFT(f) = f]0] + fll]z + - + fln — 12",

5 —im-(2m4+1) -k
m .

flk] =

;fw exp (

S|

m=

Note that when f is real, which is the case in FALCON,

fln—1-k = Zf[m]exp(iﬂ'(2(n—1—k)+1).m>
m=0

- :gf[m] e
= flk],

where f[k] is the complex conjugate of f[k]. That is, the second half of the coefficients
of f can be recomputed by the first half. Consequently, to recover the full vector f and
subsequently f, it suffices to recover only the first half of its coefficients.

2.5 Floating-Point Numbers and Operations

In the implementation of FALCON, a complex number a + bi is represented by two floating-
point numbers a and b for its real and imaginary parts. Due to hardware constraints,
implementing FALCON on devices without a floating-point unit can be challenging [PFH'22].
To address this issue, FALCON provides an emulation of 53-bit precision floating-point
operations in their reference implementation. It follows the IEEE-754 standard, where a
64-bit floating-point number is composed of a 1-bit sign, an 11-bit exponent, and a 53-bit
mantissa, with a leading 1 omitted in storage. The exponent is biased by adding 1023
to simplify the comparison of two floating-point numbers. For convenience, we represent
a 64-bit floating-point number z as a tuple (s, e, m), where s € {0,1}, e € [0,21), and
m € [252,253) are integers. The numerical value of x is given by

T = (_1)3 . 2671023 . (m . 2752)'

The floating-point multiplication, denoted by fpr_mul in FALCON’s reference imple-
mentation, begins by XORing the sign bits, adding the exponents, and multiplying the
mantissas of both operands. The exponent is also added by a constant offset —2100, which
is for the exponent bias (1023 x 2), mantissa scaling (52 x 2), and right-shift adjustment
(—50) to leave two extra bits for mantissa rounding. The mantissa product result is a
105- or 106-bit value, depending on whether a carry occurs. It is then rounded to 55 bits
with the 55th bit always set. During rounding, the sticky bit is preserved. The above
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computation assumes that both operands are non-zero. If either operand is zero, which
can be determined by checking if the exponent is zero, the calculation is invalid and the
mantissa is then set to zero. Finally, the sign bit, unbiased exponent, and 55-bit mantissa
are packed into a floating-point number by the FPR subroutine, which applies exponent
biasing and additional mantissa rounding. The complete algorithms fpr_mul and FPR, as
described in [CC24], are given in Algorithms 2 and 3, respectively.

Algorithm 2 fpr_mul [CC24]

Input: Floating-point numbers x = (sz, ex, mz) and y = (sy, ey, my)
Output: A floating-point number product of x and y
S < ST DSy

e + ex + ey — 2100

2 < mx X my

b [2501 £ 0]

5 [106:51] \, p)

2 (2> 1) v

w Z(lOG)

2+ 2@ (zD2) N (—w)

e e+w

bx + [ex # 0], by < [ey # 0]

b bx Nby

: 24 2N (=)

: return FPR(s, ¢, 2)

e =

Algorithm 3 FPR [CC24]

Input: A sign bit s, an exponent e, and a 55-bit mantissa z
Output: A floating-point number = packed by s, e, and z

1: e+ e+ 1076

2: b« [e < 0]
3z zAN(Db-1)
4: b+ [z #0]
5. e < e (—b)
6
7
8
9

x4+ ((s<K63)V(2>2))+e<k b2
. f < 0XC8 > 2131

s x4 fM

: return

3 The Proposed Attack

The pre-image computation consists of coefficient-wise complex number multiplications,
where each operation involves two floating-point multiplications followed by a floating-
point addition. Let ¢ and f be the public hashed message and the secret key polynomial,
respectively. For each coefficient k of ¢; + éi = é = FFT(c¢) and fi+ foi=f= FFT(f),
the pre-image computation produces the complex number

(e1[k] x fulk] — e2[k] x folk]) + (C1[k] x folk] + e2[k] x fu[k])i,

where the operations 4+, —, and x are floating-point addition, subtraction, and multiplica-
tion, respectively. Our attack targets the four floating-point products é; X f1,é X f1, ¢ X fo,
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and ég X fg, all of which are computed using the fpr_mul routine described in Algorithm
2. By recovering all the coefficients of fl and fg, we can run an inverse fast Fourier
transform to reconstruct the secret polynomial f in the coefficient domain. With f and
the public polynomial h = gf~!, the remaining secret key components g, F', and G can be
recomputed.

To recover fl and fg, consider the sign bit, exponent, and mantissa in the function
fpr_mul. The sign bit s is computed by the XOR of the sign bits of the two input
floating-point operands. The exponent, after Line 6 in Algorithm 3, equals the sum of the
exponents of the two floating-point operands, potentially incremented by a carry bit (Line
9 in Algorithm 2), unless it is overwritten to 0 (Line 5 in Algorithm 3). If the exponent
is set to 0, one of the input floating-point numbers is 0, which happens with very low
probability. The mantissa is not exactly the product of the input mantissas; however,
their high-order bits coincide with high probability. The difference arises due to sticky bit
handling (Lines 5 and 6 in Algorithm 2), rounding effects (Line 8 in Algorithm 3), and
cases where the mantissa is forced to 0 when either operand is 0 (Lines 12 in Algorithm
2 and Line 3 in Algorithm 3). These effects have little impact on the high-order bits or
occur only with very low probability. Finally, the sign bit, exponent, and mantissa are
combined to form the resulting floating-point number x (Line 13 in Algorithm 2 and Line
9 in Algorithm 3).

Let (sc, €c,me) and (sg, ef, my) denote two input operands in fpr_mul, where (s., €., m.)
corresponds to a coefficient of either é; or é2, and (sy, ey, my) corresponds to the matching
coefficient of either fl or fg. Let (s,e,m) represent their floating-point product. With
high probability, we have

§=S5.D sy (1)
e=e.teptw=e.+es+ [mexmyp>2"] (2)
[53:53—h] _ (me x mf)[105:105—h] ifw=0 .

(me x mf)[106:106—h,] ifw=1

Here, w indicates the presence of a carry in the mantissa multiplication, and h denotes the
number of high-order bits under consideration.

3.1 Threat Model and Leakage Assessment

Our attack adopts a passive power analysis threat model, similar to [KA22, GMRR22]. The
adversary measures power traces while the device executes the Sign algorithm of FALCON
in Algorithm 1 with an unknown secret key. Crucially, we target implementations that
employ multiplication masking countermeasures (e.g., [CC24, KA24]) but omit addition
masking, due to the significant overheads of masking floating-point addition and the fact
that existing attacks only target the intermediate values of floating-point multiplication.

Before detailing our attack, we first validate its feasibility by presenting a Test Vector
Leakage Assessment (TVLA) [GGJRT11] to demonstrate that the targeted implementa-
tion exhibits exploitable leakage. We used a ChipWhisperer-Lite [OC14] setup with an
STM32F405 board (featuring an ARM Cortex-M4 core) as the target platform to measure
the power traces.

TVLA uses the fixed-versus-random Welch’s t-test, which compares the power traces
from two distinct sets: one recorded with fixed inputs and one with random inputs. For
each time sample, the tester computes the t-statistic. In practice, the null hypothesis of
indistinguishability (i.e., no difference between the fixed and random trace sets) is rejected
when the t-statistic exceeds the threshold of [t| > 4.5. This corresponds to a p-value below
10~ and indicates plausibly exploitable leakage.

Figure 1 illustrates the TVLA result for a sequence of two masked floating-point
multiplications (SecFprMul from [CC24]) followed by one floating-point addition (fpr__add
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from the FALCON reference implementation [PFHT22]). These operations collectively
represent a segment of the complex number multiplication of a coefficient within FALCON.
We recorded a total of 1000 traces: 500 with fixed inputs and 500 with random inputs.
The +4.5 significance threshold is depicted as a horizontal cyan dotted line in the figure.

As shown in the graph, the most significant leakage manifests toward the end of the
masked multiplications, where the random shares are recombined. At this point, the values
of sign s, exponent e, and mantissa m (in Equations (1), (2), and (3), respectively) become
visible in the power trace. Our attack specifically targets these three values.

(a)

tvalue
|
vl o

0 25000 50000 75000 000! 125000 150000 175000
Trace point
{b) (c)

10.0 q 10.0
451 a5
0.0 4

—45 4
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L a5

tvalue
value

-10.0 4 -10.0

108125 108150 108175 108200 108225 108250 108275 216350 216375 216400 216425 216450 216475 216500
Trace point Trace point

Figure 1: (a) TVLA result of two masked floating-point multiplication followed by one
floating-point addition. (b)(c) depict the recombination of shares and FPR at the end of
SecFprMul from [CC24].

3.2 Our Attack

We first provide an overview of our attack and detail the reasoning of each parameter in
Sections 3.3 and 3.4.
For each coefficient 0 < k < 5, our attack proceeds as follows:

1. Capture N traces of FALCON’s pre-image computation for the products ¢; x fl,
Gy X fl, ¢ X fg, and ¢y X fg with N different polynomials ¢ and és.
Let (sc,ec, me) be the k" coefficient of either ¢, or é&. We apply the technique
proposed in [GMRR22, Section 3.3] to effectively double the number of traces to 2N
by utilizing both & x f and é x fi when recovering f; and both & x fo and & x fs
when recovering fs.

2. To recover the sign bit, determine whether sy = 0 or sy = 1 yields the highest
correlation between the traces and HW(s. @ sy).

3. To recover the mantissa, find my = m/ x 257" where m/; € [2",2"1), that yields
the highest correlation between the traces and HW(m. x my).
We detail the choice of h for mantissa recovery in Section 3.3.

4. To recover the exponents, use the mantissa obtained in the previous step to determine

whether a carry occurs (w = 0 or 1). Find e € [es, e,] that yields the highest
correlation between the traces and HW(e. + ey + w), where

[ ] [1016,1031] for n = 512, this covers over 95% of f
eg, ey] = .
¢ [1013,1031] for n = 512, this covers over 99.999% of f
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We justify the ranges [1013,1031] and [1016,1031] in Section 3.4.

After recovering all the coefficients in the real and imaginary parts, we compute the
complex conjugate to obtain the coefficients in the second half. We then apply the inverse
fast Fourier transform and round the real part of the resulting vector to the nearest integer
to reconstruct the secret key f.

In a masked floating-point multiplication scheme, either SecFprMul proposed in [CC24]
or the hardware design in [KA24], computations within fpr_mul are performed over secret
shares. However, if floating-point addition remains unprotected, to correctly execute the
pre-image computation, these shares must be recombined into sensitive intermediate values.
Our attack targets the unmasked outputs of fpr_mul and thus remains effective even with
this countermeasure.

3.3 Range of Mantissa

Based on Equation (3), the high-order bits of the correct mantissa m and the product
guess m. x my are likely to be equal with high probability. Therefore, we first select h as
a parameter for our attack. We then enumerate the set

{m/f % 252—h l m} c [2h’2h+1)},7

to find the value my in it that results in the highest correlation in CPA. Our estimate of
the mantissa is my, which shares the same h + 1 most significant bits with the correct
mantissa and loses 52 — h low-order bits of information.

Enumerating all 2" possible values of m’f is inefficient when h is large. In our attack, h
is selected based on the following considerations:

o Previous work [GMRR22] suggests that f can be recovered in the coefficient domain
with correct sign bits, exponents, and h > 5. However, we show in Section 3.3.1 that
their proof contains a flaw. By analyzing the distribution of exponents in Section
3.4, we show that h > 10 is sufficient for a successful attack in over 90% of cases and
h > 11 for over 99.999% of cases.

e The accuracy of mantissa carry recovery impacts the recovery of exponents.

e A smaller h results in more noise from the lower-order bits of the mantissa, and
requires more traces to recover it.

o A larger h increases the attack’s execution time, as the time complexity is primarily
determined by the recovery of the mantissa.

These factors are influenced by the quality and quantity of traces the attacker acquires,
and they affect the time complexity and the success probability of the attack. In our
experiments in Section 4, we set h = 12 to ensure a successful attack even in the presence
of high noise in the power traces.

3.3.1 Lower Bound of h

In [GMRR22, Lemma 1], the authors claim that h > 5, or equivalently A+ 1 > 6 most
significant bits, along with correct sign bits and exponents are sufficient to recover the
secret key in the coefficient domain. This is because all coefficients of the secret key are
bounded integers in the coeflicient domain. One can recover them by rounding the numbers
to the nearest integer, and it does not require high precision in the FFT domain. However,
we demonstrate that there is a flaw in their proof. A small counterexample for n = 4 is

f = (-31,18,-29, —30).
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By computing f = FFT(f) and retaining the sign bit, exponent, and 7 most significant
bits of the mantissa of each coefficient, we obtain

= (—2.9375 — 37i, —64 — 20.54, —64 + 20.5¢,2.9375 + 37i).
Applying the inverse fast Fourier transform to f/ , we have
f = invFFT(f’) = (—30.531,17.832, —28.750, —29.499).

Rounding f’ to the nearest integer does not recover f. A counterexample for n = 512 is
provided in Appendix A.

This inconsistent result arises because the relative error varies across coefficients. For
each coefficient 0 < j < n, let f'[j] = f[j] + é[j]f]j], where f’ represents an approximation
of f and € is the relative error. If €[j] is not constant, after applying the inverse fast Fourier
transform, f'[j] # f1j] + €[j]1j]. Instead,

f'li1 = flil + (e Nl

where - denotes a polynomial multiplication. The term (e - f)[j] can exceed % even if
le[f]] < 27 and |f[j]] < 2° for each j, as suggested by [GMRR22]. This causes the
rounding of f’[4] to differ from the integer f[j].

We correct their proof by Theorem 1. For this, we first show that if the coefficients of

A

f in the FFT domain are bounded, the coefficients of f in the coefficient domain are also
bounded.

Lemma 1. Let f(X) € Z[X]/(¢) be a polynomial and f = FFT(f). If the absolute value
of each coefficient of f is bounded by a real number B, then the absolute value of each
coefficient of f is also bounded by B.

Proof. Recall the inverse fast Fourier transform of f is given by
f=invFFT(f) = f[0] + fUX +--- + fln - 1]X" 77,
— —im-(2m+1) - k)

S|

n

Flm] exo (

n—1 .
141 < - 3 |y (=T C2EDE Y

m=0
n—1 .

<13 1l fop (T EEDL Y
m=0

< 1 n-B=D0B

n

O

Now, we show that if the coefficients of the secret key in the FFT domain are bounded,
which we demonstrate in Section 3.4, then we only need the sign bits, exponents, and a
few most significant bits of mantissa to recover the coefficients in the coefficient domain.

Theorem 1. Let f(X) € Z[X]/(¢) be a polynomial and f = FFT(f) = fi + foi, where f;
and fg are its real and imaginary parts, respectively. Suppose that there exists an integer p
such that | f1[j]] < 2° and | f2]j]| < 27 for all coefficients 0 < j < n, then the knowledge for
all the fi[j] and folj] of (1) their sign bits, (2) their exponents, and (3) their p+ 3 most
significant bits of their mantissas is enough to derive [ exactly.
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Proof. For each coeflicient 0 < j < n and b € {1,2}, let mp[j] be the exact mantissa of
fol7], and let m}[4] be the approximation of mb[ ], where the bits outside the p + 3 most
significant bits are set to 0. Let f'[j] = f][j |+ 417 be the approximation of f[j], which
shares the same sign bit and exponent as f [7], but its real and imaginary mantissas are
m [j] and m}[j], respectively, rather than m[j] and mal[j].

Table 1: Variables used in our proof of Theorem 1

Variable Description Example
fild) Real part of f[j] = FFT(f)[j] (s1, €1, (IX1 X2X3 - - - Xs)a)
f2 [j] Imaginary part Of f[jL: FFT(f)[j] (82, €9, (1Y1Y2Y3 e Y52)2)
mq[j] mantissa of f;l [7] (IX1 X X3+ - Xs2)2
malj] mantissa of f>[j] (1Y1Y2Y3 -+ Ys2)a
p+3 bits
—
m} 7] approximation of mq[j] (IX1X2X3 ... Xp42000- - -)o
p+3 bits
—_——
m’2 [h] approximation of m; 7] (1Y1Y2Y3...Yp42000- - -)o
f{ [7] approximation of fi[j (s1, €1, (IX1X2X3 ... Xp42000- - -)2)

]
f317) approximation of f2[j] (s2,€2, (1Y1Y2Y3...Y, 2000 -)2)

Since the mantissas of f{[j] and f1[j] share the same p + 3 bits,
LAl = fil _ lmal) = mA [4)]
| f1l]l |ma (]|
Similarly, |f2[5] — f3]5]| < 272, and therefore
Pl = fUll < Vot e 2t =273,
Since the inverse fast Fourier transform is linear, by Lemma 1, |f'[j] — f[j]| < 22 for all

0 < j < n. As the coefficients of f are integers, one can recover f by rounding f’ to the
nearest integer. O

<2772 = |fi[j] - filill < 27772 | fuf]] < 272

In Section 3.4, we demonstrate that all the exponents of fl and f2 in FALCON are less
than 1031 with probability over 0.9 and less than 1032 with overwhelming probability.
This implies that |f1[j]| and |f2[j]| are bounded by 21031-1023 — 98 5 210321023 _ 99
respectively. By Theorem 1, the knowledge of 11 or 12 bits of the mantissas suffices to
obtain f in the coefficient domain. Specifically, we may choose h > 10 for over 90% of f
or h > 11 for over 99.999% of cases. It is important to note, as discussed at the beginning
of this section, that the selection of h also depends on practical factors such as the quality
and quantity of traces. Moreover, although our corrected proof yields a theoretically sound
bound of h, we note that our result is a conservative lower bound. In practice, successful
recovery may still be achieved with a lower h.

3.4 Range of Exponent

In [GMRR22], the authors demonstrate that the complexity of CPA is primarily limited by
the recovery of the 11-bit exponent. In this section, we show that the range of candidate
exponents can be further narrowed, reducing the number of exponent guesses from 2!!
elements to no more than 20 elements. This reduction not only decreases the computational
effort but also allows for a successful attack using fewer traces, as it mitigates the risk of
false positives that exhibit high correlation.
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3.4.1 Distribution of Coefficients of FFT(f)

We first show that we can model the distribution of the real and imaginary parts of
each coefficient of FFT(f). Recall that the fast Fourier transform of a polynomial f =
O]+ fA)X + -+ fln—1]X" s

F= G0 ) fn 1), FE = fmlesp <7r<2kn+1>m>
m=0

The real part of the coefficient f[k] is

il = 5 gl cos (DY,

n
m=0

In FALCON, each f[m] follows the discrete Gaussian distribution D6 (4.9y,0 With o gy =
1.17y/q/2n.

In the following, we use the continuous Gaussian distribution A'(0, (¢ 4}), with mean 0
and standard deviation o gy, to model each f[m]. Therefore, the random variable G,  :=
f[m] - cos (W) follows the Gaussian distribution N/ (0, O{fg} ‘cos (W) D
Fix a coefficient 0 < k < n. Since G, for all m are identically and independently
distributed, we have

n—1 n—1
A - (2k+1)-m
FlH = 3 G e (00010 2 o ()

n

Moreover, Z:Ln_:lo cos® (m) = 4. Therefore, each real-part coefficient of FFT(f)

follows a Gaussian distribution:

Filk] ~ N(0,0¢ 4y - V1/2) = N(0,0.585 - /q).

Similarly, the imaginary part follows the same distribution: fa[k] ~ A(0,0.585 - \/q).
Using the above result, we first examine the occurrence rate of various exponents of
FFT(f). The results are given in Table 2.

Table 2: Occurrence probability (%) of exponents of FALCON’s secret key f after the fast
Fourier transform.

Exponent <1013 1013 1014 1015 1016 1017 1018
Probability ~ 0.001 0.001 0.002 0.004 0.009 0.019 0.038

Exponent 1019 1020 1021 1022 1023 1024 1025
Probability ~ 0.076 0.153 0.307 0.615 1.230 2.457 4.899

Exponent 1026 1027 1028 1029 1030 1031 >1031
Probability ~ 9.669 18.342  29.800  27.529 4.832 0.007  3-10712

Despite a small fraction of exponents smaller than 1013 or larger than 1031, the
probability of encountering an extreme exponent accumulates with n coefficients. To
account for this, we apply the union bound to compute the occurrence probability of a
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polynomial f where the coefficients of FFT(f) include at least one extreme exponent. That
is,

Pr[30.< k< 5o [fulk]] < 257102 or | fy[k]] < 26710

< > Pr[lfilill < 2270 or |falj)] < 2710

IN

Pr[IAL) < 27102 + Pr [|flj]] < 2710%]

j=0
n - Pr[|fi[0]] < 2671023,

IN

Note that we only consider the first half of the coefficients since the second half are just
their conjugates. This union upper bound of the probability that there is an extremely
small or large exponent is given in Table 3.

Table 3: Upper bound of the occurrence probability (%) of FALCON’s secret key f that
contains at least one small (<1013 or <1016) or large (>1030 or >1031) exponent after
the fast Fourier transform.

Exponent <1013 <1016 >1030 >1031
Probability " = 512 <0.616 <4.922 <4.043 <1.5-10710
Y n=1024  <1.231 <9.843 <8.086  <3.10710

For the lower bound, with probabilities of at most approximately 5% for n = 512 and
10% for n = 1024, at least one exponent is smaller than 1016. Therefore, we enumerate
exponents starting from 1016 to cover around 95% and 90% of f for n = 512 and 1024,
respectively. To handle around 99% of f, one can choose the lower bound 1013. However,
we show in Section 3.4.2 that the exponents 1013, 1014, and 1015 can introduce false
candidate exponents with high correlation, which reduces the accuracy of the attack and
increases the number of traces required to recover the secret key. Therefore, by enumerating
from 1016, we reduce the required number of traces at the cost of excluding a small fraction
of f.

For the upper bound, we fix it at 1031 in all cases, as the probability of encountering an
exponent exceeding this value is extremely small. Note that the upper bound also guides
the selection of the number of high-order bits A in Section 3.3.1. While the conditions
h > 10 and h > 11 are chosen based on whether any exponent exceeds 1030, we always
enumerate the exponents up to 1031 when recovering the exponent, as adding a single
candidate has little impact on the attack’s runtime, but incrementing h by one bit roughly
doubles the computation complexity.

3.4.2 Avoiding False Positives

In this section, we show that if the range of exponents includes 1013, 1014, and 1015,
these values can yield high correlation when the true exponent is 1029, 1030, or 1031,
respectively, and cause the attack to select the wrong candidates.

Table 4 presents the Hamming weights of the sums ey + e, where ey € [1013,1015]
represents the exponent of f, and e. € [1031,1039] represents the exponent of é. We
also list the empirical occurrence probabilities of each value of e.. For this, we generated
200,000 fresh samples of ¢ whose coefficients are uniformly distributed over [0, q), applied
the fast Fourier transform, and counted the occurrences of each exponent value. The
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probability is calculated by computing the average over all the coefficients and both real
and imaginary parts.

Table 4: Occurrence probability (%) of exponents e. of public hashed message ¢ after the
fast Fourier transform and Hamming weight of its sum with exponents e; of FALCON’s
secret key f after the fast Fourier transform.

€e 1031 1032 1033 1034 1035 1036 1037 1038 1039
Prob.  0.345 0.687 1.375 2.746 5471 10.763 20.095 30.725 23.454
1013 9 9 10 1 2 9 3 2 3
1029 4 4 5 2 3 3 4 3 4
1014 9 10 1 2 2 3 2 3 3
°f 1030 4 5 2 3 3 4 3 4 4
1015 10 1 2 9 3 9 3 3 4
1031 5 2 3 3 4 3 4 4 5

The results show that the Hamming weights of ey + e, for ey = 1013, 1014, and 1015
often differ by 1 from those for e; = 1029, 1030, 1031, respectively. However, for the
values of e. that can make the value HW(es + e.) — HW(ey + 16 + e.) different, their
occurrence probabilities are small. For example, when e. > 1033, HW(1013 + e.) and
HW (1029 + e.) always differ by 1, and such values account for more than 95% of the cases.
Since correlation is unaffected by adding a constant, a limited number of measurements
with e, < 1033 is insufficient to distinguish between ey = 1013 and ey = 1029.

In conclusion, we reduce the number of required traces by applying the lower bound
1016 to avoid false candidate exponents that result in similar correlation as the correct
ones. This lower bound can cover all the exponents for most instances. If a sufficiently
large number of traces is available, the lower bound may be extended to 1013 to ensure a
successful recovery for 99% of instances.

3.4.3 Ignoring Small Exponents in Theory

In this section, we give a theoretical result to show that exponents less than 1019 can
actually be disregarded without hindering the recovery of f, provided that the correlation
of a correct candidate exponent and a false one is clearly distinguishable. In this case,
the attacker can enumerate the exponents starting from 1019 and treat the exponent as 0
when no candidate with high correlation is found.

Let £ and h be two integers. The former defines the size of a small coefficient, whose
absolute value is smaller than 2¢, and h represents the number of high-order bits used in
our attack. Let

f=F+e=fo+é& +&ite
where

. f’ is the approximation of f where the bits outside the h + 1 most significant bits of
the mantissas are set to 0.

. & (resp. fg) represents the small coeflicients in the real part (resp. imaginary part)
of f' whose absolute values are smaller than 2¢.

e fois f’ with the small coefficients replaced with 0.

e ¢ is the remaining error.
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Let f, fo, and € be the inverse fast Fourier transforms of f’, fo, & + &2i, respectively. By
Section 3.3.1, for each coefficient k,

[fIk] = fR]] < 29775

Moreover, since the inverse fast Fourier transform is linear, f' = fo + £. Since each
coefficient in 51 and §A2 is smaller than 2¢, each coefficient in |¢; 4 &5i| is smaller than 20+3
By Lemma 1, for each coefficient k, |f'[k] — f3[k]| = |¢[K]| < 2¢+=.

Now, if we select h = 11 and ¢ = —4, we have

71K = F§IRIL < 17K — IR+ LR — fglRll <27 4 2E <
By choosing the closest integer for each coefficient of fj;, we can recover f, whose coeflicients
are integers. In this case, we only need to consider candidates whose absolute values are at
least 274, or equivalently, exponents are at least 1023 — 4 = 1019. If no exponent results in
a correlation higher than a pre-defined threshold, we set the coefficient to 0. Alternatively,
one can choose h = 12 and £ = —3 or h = 13 and £ = —2 to satisfy 2972 + 202 < i
Depending on the choice of h, we can narrow the range of candidate exponents. However,
it can be challenging to set the correlation threshold to determine whether an exponent
should be ignored when the power traces contain notable noise. When the number of traces
is sufficiently large and the correlation of a correct candidate is clearly distinguishable,
one can still apply the result in this section.

4 Experiment and Evaluation

The experiments were carried out using ChipWhisperer-Lite [OC14] with an STM32F405
board as our attack target, which features an ARM Cortex-M4 core. We chose the masked
floating-point multiplication implementation from [CC24] in our experiments. Each
coefficient of f was drawn from the discrete Gaussian Distribution Dy (F0} 0 according
to the scheme, and we employed the sampler given in the specification [PFHT22]. We
designed two experiments that simulated different masking schemes, defined as follows:

(1) Method 1: Part of fpr_mul is masked. We followed the masked implementation of
SecFprMul in [CC24, Algorithm 12] with the last subroutine SecFPR replaced with
FPR. This implementation is intended to simulate the countermeasure in [KA24],
where the packing and round phase is not masked.

(2) Method 2: The whole fpr_mul including FPR is masked. At the end of SecFprMul,
we recombined the shares. This corresponds to the countermeasure in [CC24].

We clarify that our experimental setup does not strictly replicate the countermeasures in
[CC24] or [KA24]. While [CC24] provides a full masking scheme for both multiplication and
addition, and [KA24] is tailored for a hardware environment, we leverage these methods to
instantiate a software-based implementation that masks only multiplications. These hybrid
configurations allow us to simulate and evaluate the specific design trade-off discussed in
Section 1, where addition masking is omitted for performance optimization.

For both methods, the experiment was divided into three phases: Trace Capturing,
Analysis, and Recovery Phase.

4.1 Experiment Setup

Trace Capturing Phase The code was written in C and compiled using arm-none-eabi-gcc
10.3.1 under optimization for size -Os. In Method 1, the target board was programmed to
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multiply two floating-point operands using 3-shared SecFprMul while the last subroutine
was replaced with FPR. In Method 2, the target board was programmed with the 3-shared
SecFprMul along with XORing the final result.

According to FALCON’s specification, after hashing the message ¢ < H(r|m), each
coefficient of ¢ is in Z,. We generated each coefficient of ¢ uniformly in the range [0, ¢) and
applied the fast Fourier transform to the FFT domain. c¢ is generated as many times as N,
the number of traces we captured. Next, both ¢ and fj, where i, € {1,2} represent the
real and imaginary parts, respectively, were sent to the target board to compute floating-
point multiplications. As mentioned in the previous section, each coefficient induces 4
floating-point multiplications: & x fl,ég X f1,61 X fg, and ¢y X fz.

Analysis Phase Both experiments used the same analysis technique detailed in Section 3.
We set the number of high-order mantissa bits to A = 12 and considered two exponent
ranges: [es,e,] = [1016,1031] and [1013,1031]. We adopted the method proposed in
[GMRR22, Section 3.3] to combine the captured traces of & X fl and ¢y X fl when
attacking fl, and vice versa for fg. Hence, we were equivalently using 2N traces per
coefficient. We only consider the first half coefficients of f, as the remaining coefficients
are their complex conjugates.

Recovery Phase Let fguess be the polynomial composed of all our guesses. For each
coefficient of both real and imaginary parts, let the floating-point numbers of f and fguess
be (sy,er,my) and (Sguess, €guess; Mguess), respectively. We consider a successful attack on
the real or imaginary part of a coefficient if all three components achieve the following
criteria:

(1) sy = Sguess, the sign bit is recovered.
(2) ef = eguess, the exponent part is recovered.
(3) My — Mguess|

my|
is the sufficient condition to recover f in the coefficient domain.

< 271 the mantissa part is recovered. According to Section 3.3, this

Next, we apply the inverse fast Fourier transform invFFT( fguess) to obtain our guess
polynomial fguess. We omitted the imaginary part after the inverse fast Fourier transform
and rounded the real part to the nearest integer. The result is compared with f in the
coefficient domain.

4.2 Evaluation Result

In Table 5, we show that the full secret key f in FALCON-512 can be successfully recovered
using 1300 traces and 1200 traces for Method 1 and Method 2 respectively when the lower
bound ey for the exponent is set to 1016. When we extended the range by lowering ey to
1013, which increases the attack’s coverage, the number of traces required to recover the
secret f escalated to 5500 and 5000 in Method 1 and Method 2, respectively, which is
around a 4.2x increase.

To further analyze the performance of our attack with different numbers of traces, we
define success rates of sign bit, exponent, and mantissa as the ratios of the number of
correctly guessed coefficients to the total number of coefficients. Figure 2 illustrates the
relation between the number of traces and the success rates for FALCON-512 in Method 1.
With no more than 1000 traces, both the sign bit and mantissa achieve a 100% success rate,
indicating that they were correctly recovered. However, the success rate of the exponent
remains insufficient to recover the secret key f until the number of traces reaches 1300
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Table 5: Number of traces required to successfully break FALCON-512 with different
countermeasure methods and ranges of exponent.

Countermeasure Method 1 Method 2

Exponent Range [1016,1031] [1013,1031] [1016,1031] [1013,1031]
Trace Number 1300 5500 1200 5000

for e, = 1016, where we recovered 1022 exponents among all 1024 real and imaginary
coefficients, and all the exponents are fully recovered until 1700 traces. This shows that
the overall success rate is mainly attributed to the exponent part of each coefficient. In
addition, we only recovered 998 exponents with a success rate 97.47% for e, = 1013 with
1700 traces. This is due to the presence of false-positive exponents being selected as the
guesses. As the number of traces increases, these false positive exponents are ruled out,
leading to recovering 1022 exponents and a successful key recovery with 5500 traces.

We also evaluate the results for FALCON-1024 in Figure 3, where success rate trends
are similar to those of FALCON-512. With 4000 traces, our analysis yields a success rate

of 98.1% (2008 coefficients) and 97.9% (2004 coefficients) for e, = 1016 and e, = 1013,
respectively.

100

Success Rate (%)

754

70 4 —e— Sign !mt

—e— Mantissa

—8— Exponent lower bound 1016
Exponent lower bound 1013

1x10? 2x10% ax107 6x107  8x107 1x10% 2x10° ax10°

Trace Number (log scale)

Figure 2: Success rate of sign bit, exponent, and mantissa in FALCON-512

5 Conclusion

In this work, we propose a novel correlation power analysis (CPA) attack on FALCON
implementations that employ masking countermeasures for floating-point multiplication.
We discover new sources of side-channel leakage and demonstrate how this leakage can be
leveraged to recover the full secret key in implementations that apply only multiplication
masking. Such implementations are considered because they are sufficient to resist previous

attacks, complete masking is costly in existing works, and no hardware masking for floating-
point addition has been proposed.
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Figure 3: Success rate of sign bit, exponent, and mantissa in FALCON-1024

For side-channel attacks on the pre-image computation, we provide a detailed analysis
of mantissa and exponent recovery in Section 3.3 and Section 3.4, respectively. We begin by
identifying a flaw in the analysis of [GMRR22, Lemma 1], which claims that the knowledge
of 6 bits of the mantissa is sufficient for reconstructing the secret key in the coefficient
domain. We provide a counterexample and show in Theorem 1 that 11 and 12 bits are
sufficient to recover over 90% and 99.999% of keys, respectively.

For exponent recovery, we model each coefficient of the secret key after the fast Fourier
transform using a continuous Gaussian distribution. This approach allows us to reduce
the number of candidate exponents from 2048, as considered in previous works, to no
more than 20. We further show that narrowing the candidate range not only reduces the
attack’s runtime but also improves its accuracy. Specifically, exponents 1013, 1014, and
1015 can result in high correlation and be mistakenly interpreted as 1029, 1030, and 1031,
respectively. Our experiments confirm that enumerating candidate exponents starting
from 1016 significantly reduces the number of required traces for a successful attack by
approximately a factor of 4.2 compared to starting from 1013.

While FALCON has been selected for standardization by NIST, its resistance to side-
channel attacks has not been thoroughly investigated. Our results reveal the risks posed by
improperly implemented designs. With an implementation that applies masking of floating-
point addition, the leakage can be avoided, though at the cost of high overheads. Therefore,
our work highlights the need for efficient and robust masking schemes for floating-point
addition and other lightweight countermeasures to secure FALCON’s pre-image computation
against side-channel attacks.
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(-11, 28, 14, 24, 28, 4, -8, -8, -12, -26, 14, 29,
-26, 206, 12, 10, 11, -12, 23, 8, -15, 30, -30, 7,
-28, -10, 13, -12, -21, -30, 12, -4, -10, -15, -19, -4,

23, 19, 1, 3, 1r, 18, -5, -23, -10, -1, 20, 3,

29, -20, 2, 22, -31, -17, -13, 11, 17, -12, 20, 23,
15, -32, 24, -6, -4, -31, 30, 0)

Figure 4: A counterexample f of size n = 512.
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